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ubuntu

T4 07:00 TFO0T7:10 T4 07:20 T 07:30 T4 07:40 T 07:50 T4 08:00
SR HRIE S
== REREE
W = Wl TEER B e
HiTH
— o
RAM = getaddrinfo failed: Oxfiffffd Temporary
failure in name resolution
[ 1276 | e

Ubuntu Linux 12.04 (64 bit)

1P fizdl
120.116.12.2

IR

[Elwaas <

o TEERMHEASHIE 12.04 - HEE LZ 16.04
«  IPva it CRUH EETHUS © EEF0% DHCP thér s —4 IPve
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IPv6 fir k& 1F: 2001:288: XXX X::b001 ~ 2001:288:XXXX::b05f ~ fEIBkEf - Zi{ FH IPv6 HARHF/H

—{EERE - BRI R Ik - SCETRE 16 (L6 - £1: 2001:288:XXXX::b00b

2. R

8 pieTTy B X ‘
| BRG RES O T E R ey |
s FERESE P TE(N) Port
[20.116.122 BEN
‘ O Telnet (B8S) @ ssH
{ER S
MiseEs) EP root@pl7qvpdn: ~ [93x28]
PieTTY In ERQ REE ®BRV) REW) FREO) =REH
) login as: root
E;TTYV:root@120.116.12.2's password: **FrrFRERERATER KX
- <PRPl\je1come to Ubuntu 16.04.4 LTS (GNU/Linux 4.4.0-116-generic x86_64)
BAHN(A) * Documentation: https://help.ubuntu.com
- * Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

189 packages can be updated.
118 updates are security updates.

New release '18.04.1 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Thu Jan 24 19:48:59 2019 from 220.130.230.78
root@pl7qvpdn:~#
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3. 8 5€ Ubuntu /5 IP firk
FoTEfR 27 2 TSR IPv4 48 NHESE F 1Pve Hi4s - K7 & IPv6 4ahl35 H IPv4 B4R - JHLR{% > LT

[T

Ubuntu Linux 16.04 4855 4T /etc/network/interfaces > F{f9 0] L nano =k vim 457#E

‘root@p17qvpdn:~# nano /etc/network/interfaces

IPv4 {7 hibE% B AE iface ethO inet B 4477 -

iface

A4

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The Toopback network interface
auto 1o

lo inet loopback

# The primary network interface

#ethO
auto ethO

# IPv4 ([EEE

iface ethO inet static
address 120.116.12.2
netmask 255.255.254.0
gateway 120.116.13.254
dns-nameservers 120.116.1.2

dns-nameservers 8.8.8.8

# IPV6 firikstiE

iface eth0 inet6 static
pre-up modprobe ipv6

address 2001:288:75a6::2
netmask 64

gateway 2001:288:75a6::fffe

SERCE A IRMIEIEI R - AR A EHE R 4 RECE IR B R > FEH ifconfig $5 5 ia A BIAT -

root@pl7qvpdn:/etc/network# systemctl restart networking
root@l7qvpdn: /etc/network# 1ifconfig
eth0 Link encap:Ethernet Hwaddr 00:1d:d8:b7:22:be

inet addr:120.116.12.2 Bcast:120.116.13.255 Mask:255.255.254.0
inet6 addr: fe80::21d:d8ff:feb7:22be/64 Scope:Link

inet6 addr: 2001:288:75a6::2/64 Scope:Global

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1594887 errors:0 dropped:412023 overruns:0 frame:0
TX packets:55209 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:263412295 (263.4 MB) TX bytes:31952772 (31.9 MB)
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To Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:67 errors:0 dropped:0 overruns:0 frame:0
TX packets:67 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:6498 (6.4 KB) TX bytes:6498 (6.4 KB)

it ECIEHEE N EE T

4. ZHEEHT

M2 EESE R > B IS LI TR -

root@pl7qvpdn:~# apt update
root@pl7qvpdn:~# apt upgrade

it 1 BETERE P& Grub SERYAE » 557 ' /dev/sdal boot |

|

SHroE BB - PieTTy L/H BT AR
‘root@p17qvpdn:~# reboot
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(= ). VirtualBox T % % Ubuntu 16.04 R =% & #18

LUbuntu £ 7E#; LXDE #17Z51Y Ubuntu Linux > AE&K & AV E @ » 384 280, -

1. Ubuntu Linux ZZEEEER:

A, TEGRE

*  VirtualBox
https://download.virtualbox.org/virtualbox/6.0.2/VirtualBox-6.0.2-128162-Win.exe

e LUbuntu 16.04 B 5252
http://cdimage.ubuntu.com/lubuntu/releases/16.04/release/lubuntu-16.04.5-desktop-amd64.iso

B. #£ Virtualbox #ri¥ LUbuntu #2358

8¢ Oracle VM VirtualBox EE5
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o ¥ﬁta BIE(T)
. —p—
D RIS 7 % ? X
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C. LUbuntu Linux Zz53&

N# Oracle VM VirtualBox 228
EEE) #REM) HRBH)

TH Byl B
D BREE) HBENEIENT

"
ﬂ © = o L1604

b= Ubuntu (B4-bit)
BERRME: EWiralBox VML 1604

LLL

= EE ~

P4 LU1604 [217T%] - Oracle VM VirtualBox
BE #F 8% @mA\ £E =S

Language

fAmharic Francais
Arabic Gaeilge
Asturianu Galego
Benapyckan Gujarati
BrArapcen 1l
Bengali Hindi
Tibetan Hruvatski
Bosanski Magyar

testina Islenska
Dansk Italiano
Deutsch HAEE
Dzongkha Jabsmypn
ExanLLKD Kazak
English Khmer
Esperanto 3730
Espariol FH=0
Eesti Kurdi
Euskara Lao
o Lietuvigkai
Suomi Latviski

F1 Help FZ

Catald Bahasa Indonesia Punjabi (Gurmukhi)

MaKkeaoHCoKK Tamil
Malaualam 7 evaRa
Marathi Thai

Burmese Tagalog
Mepali Tlrkce
Nederlands Uyghur
Morsk bokmal YKpalHoeKa
Norsk nynorsk Ting Wiét

P

Polski
Portugués do Brasil
Portugués
ROm&na
PyCCKUn
Samegillii
2 a2
Slovencina
Slovenscina
Shoip
CRMCKN
Swenska
hility F6 Other Opti

& N | # | Right Ctrl

P4 LU1604 [E14TF] - Oracle VM VirtualBox
BE #32 wf mA EE ZHE

Behms i3 (2 [#Rizht Cirl
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LU1604 [E1FTF] - Oracle VM VirtualBox = a X
HE B2 wE 8A 5= 26
LU1604 [BA7T] - Oracle VM VirtualBox = [m] X
RBE #2 BH BA RE I8
—
o bl
AR AR BT
B
201@8.
Bang
nnlny
a%a
(2
o=
(s
=B
GREQ | < ‘%
By EHE0ER::
[}
B =l & {3 3] Right
- S[E]

ZEHZEE Lubuntu

& Lubuntu EIR FEEM

oy B ki AR -

S Bl {5 B WiRRLEERE ~ Flash ~ MP3 EEEfthi BESe it 55 = Fane
This software is subject £ nse terms included with its documentation. Some is proprietary.

EEEEEE#4i% » B Fraunhofer IIS & Technicolor SA # 1 -

Fluendo MP3 HEHEHEE MPEG Lay

B#HR(Q) < iREI(B)

IEFFRATFE A LR - it - 18R - 8% BEmEiRsT
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FEFHETIREEREE2 T8

EFREER Lubuntu EA LVM
EREREHTEEE(VM)  METLUFIER  TEEEREEANEL]
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B =Tk v FEEFR]  REERES Lubuntu EREEREE -
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9 ﬁ SCsi3(0,0,0) (sda) /Y #1 FEIE » extd
15| SCsiI3(0,0,0) (sda) B #5 FEIE » swap

@)

| ¢EE(@e) || mmzeo

TrEmeE 2

[mipei }

<sEE | we )

REHFIA

EECHNREEE

TG
S (43F)
BE () g:

o
ﬁ (FReFIEE) HaA (E3L)

EizE (£1%) - English (Programmer Dvorak)

HEE (#X)
E (4) R (%30) - English (the divide/multiply keys toggle the layout)
= E— e
nini H:E (R) - e FE
[EE&%J\I&(;‘R’JEEE‘J&& i () -EWMMTRESEREES (B0)
— 5 LR
| fammmmE ﬁzu (%) - T52 (Colemak &2E)
3igE (%£30) - 428 (Dvorak EHERIERERE)
It ]

| came) | wm )




P. 23

I EEEH (F] sudo) BRHE

LIEIL]

WA | yh |
IEHEMSEE - | 1604 v
ETEEhEE R ERANSE -
FR—EERELH: | vh B
FEE0TE . | DO00000000e | EEEEnT
RECHEE - 10000000000

BEEA
O EERNTEAETA
O ERMRER KNS

< iE[E](8) mE

Welcome to Lubuntu 16.04

LubuntuiEEE EEN 74 - BEMELE
SRERE | MEFAMIMEREER

e ! m

LILIL

Welcome to Lubuntu 16.04

LubuntufFE#E
BitERAE ! 4
g

#&i% 0 BEMSEE
BT — T

5] i =

AWM AR EE X

Use Abiword and Gnumeric, lightweight
alternatives for LibreOFFice, to create

' ERETEESE documents and spreadsheets. Both
applications provide support For industry

[E] Ioan.gnumerlc - Gnumerlc
File Edit View Insest Format Tools Statistics Data Help

Bos && OBE & -+ @E mi

standard document types and will allow - % BE
you to collaborate on documents
written by colleagues, friends or Family. cs B - =m0
E E o E
FiiwERas [ete et s e we=ect v, Lgh PLrphe Tk erfars WpLe oy oo Perce v o
theim I, Thes sl it In ha irwar dghe Shouk b the &wer yeu s ocking for. Amarization table
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[Assels loward Domn Peymenl & Closing osls. [z selsDebls (Groen may be cor
. ) = 3 o] [ reme vans
» IEE EUSHESE 51/75 ﬁ Gnumeric [ehacking s 0| [or toan Ramanng
5 [eqicait on e Home. I3 sof  [esses
— 25t nems Is ] N
SR eRE [Tolal Azsels for Down Payment I 8]  [Reattar Fens (@7 Gamm, o Hor
3 ETH Aosing Costs icir s bsw o
D LibreOfFFfice "1 [=tEnc Py o Using tew Losn (Probably 0) 1
12| foartoan I 0] [Eean Amaunts (Sreen may ke w
11 [orsatcans 5 0| [ rosse vas

+ Completely removing cifs-utils (amd64) &if
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LU1604 [E177%] - Oracle VM VirtualBox O *
BE #Z wf =M =E S
lu1604

D hw @ 201813 ()

B s  EHE R R ca

MR A L4

LU1604 [E77F] - Oracle VM VirtualBox - O b
BE #E BF mA == HE

EfTHHEREN D - Mozilla Firefox
File Edit View History Bookmarks Tools
Q@ EETHAREATL X |+

T c @ @
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Help
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Lubuntu®
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D. LUbuntu Linux Zz355888

LS ﬁEF‘jim/
B EnGELR

o AL

vim Jz SSH & #4R A - IiFEEE—
FHE VirtualBox FAYAERICEE "B ) 1Y 0 Wisk % —(EEE IP AT

\\\D

ERIELEEEN

& Feitx BE
Light Locker Settings
5 Lxsession HTEREAE

Openbox EIEEE

Password: ............I
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yh@ubuntu:~$ sudo su
[sudo] password for yh
root@ubuntu:/home/yh#

apt install vim ssh

E. 2% IP firH

it VirtualBox _EHY4E- Rk " REHEE

§# Oracle VM VirtualBox 25
BEE #8M) J|EEH)

N
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& EEEEEE - + x

EREREN) : | ARES

— HEEE soz.xhE Dcslpvﬁ%

BEM) : -
Hhak \
it AmEs R »

BIEz(D)
\

DNS fal FR=28 : 8.8.8.8, 168.95.1.1|

HEEEE(E)

| = |pv4 addressing A I RRLILIES

(R)...

TSI R EANECEE © SR F G

AiREE 1

VPN EfF
v BUARMHEER(N)
EaRER)
FREEEA. .
% m e ) 1501 O VPN 45

v i
| yh@lu1604: ~ —— BB

1E%(F) #RE(E S(T) EREA(H)

4 B e ) 1601 O

s:40416 (40.4 KB)

fi ifconfig X ping
(20.4 KB) ?Eé\*@ﬁ_‘l\‘
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= ~ lbuntu Linux ¢ 3%
(). Linux 4 4

1. %=

"1E5C ) BEAEHEREEN ST TE - M DA e > B E MR R - ATl
AN ~ SCENTKERRA] - RIS - 2 PR G Linux IATHEE > B LIRSS > FTl A
e \AEZSE Linux A EEE P /M E Y -

R/~ > EEEHE Z ATV BEEm T - ZAE Windows SRR IR iS5 SR IFEERE -
s AT PieTTy TH « UM ZREA A<

JKiERG: asciiquarium

JINK EE: 8l

2. EHFHS root [R5 <

=g Bz Ll RS
LUR{EA =S, | sudo su HUAF root FEFRGASAE H Al H %

sudo
H{#5 root FEfE sudo -i H{f5: root FER Pk E /root JIE ™
DL %0

su su -1 5y A root ZM51%, UJHARK root , M7 HUFFHIERER
VIS

Ubuntu S [H AR THESA & £ root 5% EALA %A » ATLALE ubuntu linux J&E N TEEE R AER] [ sudo | 55V
fi¥ root Bfiy o FHEFFEF Tsu, o HELVES By root 5 EHMEATT (BERAE) » JEWF -

user@ubuntu:~$ sudo -i
root@ubuntu:~# passwd

Enter password:

Enter password again:

51 1 5tHd sudo #4AY root > P passwd f5 SR EEM (A user FLETE#AEHC) -
=¥ 2 1 IAAS /Y Ubuntu {F /17 BF 5% % root 05 - AT LIA DVEERAATES -

3. HAFBEIH

A.EZF TAB &

B S RREESIRTRE T EiE SR E - MGl 6 o pEi » AU BT H AT
¥ > F5G "Tab , §# - FHQEE > GHEPEIIHTEIE S - HAEE > YIHFAESE - KEZ—WE
TR (HEHAHERE 0 HE—X "Tab §# - AITERERSERIESHIRA -

B. MS Windows & Linux {54 EB=R



Linux ¥f [H#k] AYFREET77A8 MS Windows 5 %2 - fEELLEEAIT ¢

HifE Atz | *

b #35 H Linux WIN &R
Win: copy c:\home\*.* c:\home2\

* sk
' Linux: cp -rf /home/* /home?2

fEH# N#{T nvu  |./nvu nvu Linux —E%f0 (/) ARRZEE H R E H R8T
N i
r %ﬂff*iﬁ'ﬁ ] X’"‘E’_% I'WXI-XTr-X .com Linux - 1:%'2‘5'1{% IZF'
53] = *b =2 X
RS . rr?:i Windows - El[f&54

(2). Asngsis

1. GRRR%
B 2REH &l i plfEaR
shutdown | BEf# shutdown -h now Ryl
reboot B reboot EgiEaliis
2. BEHLRHEN
B St Hip HplfEER
Isb_release |%I|{H{#{TEM#HE |Isb_release -a B ITEMRAESR
_ WIRFHEL hos tname , T
hostname |71 -+ 18 hostname /etc JEFZ hosts & hostname
cat Y| HEZEANE cat /proc/cpuinfo HI4 CPU R
uname HH Kernel A |uname -a HI4H Kernel 4iEH
dmesg Il BERE R R dmesg |grep eth Fl 4 RAERAERE
LRI 4EF | dmesg|grep sda U REE A, AR
3. soflEmRERTHER
=< B e BRI
free LB free

—

top BN SIEZ |top

"q" SEBERH

htop | 55—E[FThEEREZL htop

RN

root@ubuntu:~# ps aux | grep firefox

ps e el =ty user 7643 0.0 0.0 4088 620 ?.../firefox
7643 /&4 pid {H
kill BT kill -9 7643 sifh| o 1k firefox(7643)301 T




4. IRSREH
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5 G| Hafyl En IR
adduser | FrivnEGE adduser myname i myname 32 (RS
3 AE=| cd /home/myname N )
FEILEARA ome 7E57 B $% FHEDL public_huml
mkdir public_html .
. A HEA TR myname
chown myname.myname public_html
userdel | fHE&IESE userdel -r myname fEE myname ;2 H52 H §%
w EBAFNERE |w A AN T
passwd | S EH H O passwd B HATE A B
S EIIPN:E passwd myname 5% myname HYEHE

(z). BFER

1. R EERAHRRTE

=5 |me 25 IR
parted | FEHES) ] parted BT [ 15 S HR
i ERREERL | -

St var FEE— T ERIA
d A SRR \ du -- -depth=1 /
U |BRERZUN du-max-depth=1 fvar PR BLELR 2 MB

2. BTEMERE

PRI S 2 4R L A% A P 1 FAT K NTFS @it > o] /21E Linux 402 A X FIE > BESNA
Ext3, Extd > ELESH—Eit A XFS, UFS % > 555NEA nl s SR/ N LVM 2« i REEE R s
s LA SR — B R ARG - SR e — T &4 - A EEREE H 1T Google — T -

(2). HE/FTHREFR

1. BRIRALE - H SR (PATHRIE R

ﬁ% r%ﬁ@ry@J Q’@ r Eﬁﬁm EJ% ’ rﬁﬁrﬁ@ﬁ[ﬁJ E’@ rﬁﬁfﬁ

 PATH , [F36 » e 23a1E % L

B EEWER - —IRIME - EREIFE RS GELEE M " &R 5 T BRI E ) SRR
/% > £ Unix Like fEE RS AR EEM " Bk, & TR, AYSUE - £ Linux T "] DUFEST BRI %
&> H Tcd, BEESRUMGTEH -

A. THEREE

MHEERECRSS At —m b /1m0 - B ¢ € /home/user FI%E] /home
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user@ubuntu:~$ sudo su
root@ubuntu:/home/user# cd ..
root@ubuntu:/home#

&5tBH © sudo su Y]k root B{731% > {[57E /home/user HEEE T > A " .., BEE| E—J& " /home |
sE Tad . BHEARM
Tcd .., [EF E—fE

B. EHHEER
EHERCETE > NESEME » BEFEETEEE > # - 1tZ H#k (/root) F| /var/www/

root@ubuntu:/home# cd /var/www
root@ubuntu: /var/www#

C. XB#

X Hit e fa(E B S ARITHR LIFE R » &(E Linux (EHE A EHE R E#E » 1 HARE
THREARERE(E "RE ) WIAR B SNIER KB 8% - RitdumigEAEa O " X B8, §ARK
PR T~

o MIEAZHET - THRE R IE2E H ik

user@ubuntu:~$ pwd
/home/user

T pwd fESCEHHAIE - #EMAEERH L - ARG " @ ~8 ) KER
o BEUMREZHE > RERA Tod, REPEFENSE > FREEREZEE - N ellikE
root £{77 > F "root Y5 | Fy#ifl

user@ubuntu:~$ sudo su
root@ubuntu:/home/user# cd
root@ubuntu:~#

o HELDEBERZEET - R T Tod, ME - 2 UIEK root I 2 root 5¢ Hik » H3HE

‘user@ubuntu:~$ sudo -1

2. FEE ~ BRIRHER

T ls-l 5% Y E R ATARE R EHER - ]
drwxr-sr-x 2 root staff 4096 2014-12-19 17:10 Desktop
drwxr-xr-x 5 root root 4096 2014-09-30 01:57 GNUstep
drwxr-xr-x 2 root root 4096 2014-09-30 01:57 tmp
WIS B /efA T drwxe-xe-x ) BYSESCF

« d - Hix

© T - SEHUE

* W FAME

© x - FUTREMELATEERY (BTHE) 20 CHETAE)D )

o WRWH T - AERRAEEMEDEER
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fik B3 © T Desktop | iEERIK > 52 "root | B{EAN > EFE " staff | S{EEELH > 1M -
«  Troot | E{EATLL "EE | A | T
o B Ustaff | EIFFAHAVEEAE HoTDL TEEEL | | BT
o HMATLLTEER || 4T
F DL ERIEIT - FeMAIERE =R rwx (035
© B-R—> TAREEHAE ) TLMIUTES
« B - THEAEEHAERBHEA ) oL TEE
« BER— THAMA AT

BT EME > T EEy B4 EEEIES

5%  |ER#A #ify HIfEER

?Fj /var/www/upload I A A B Al
H 5 rwxrwxrwx (-R (XFEETH#%)

U /var/mail/name 0455 &
M55t name; #£4H mail

chmod | %5842 ZFE[R chmod -R 777 /var/www/upload

chown |M8fEZEHEAE# | chown name.mail /var/mail/name

drwxr-sr-x 2 root staff 4096 2004-12-19 17:10 Desktop
1
chmod chown
3. EER=
5 st Al IS
updatedb | B8 205 B R —— IR locate E(FA G H LIRS
locate | fHF(EEREE locate rsync FHATA S Tsync, BT ERAUREEE
whereis | HiE/{TEfEZE whereis apahce.log FXH apache.log i1’ &

4. FEEERIRERIE
§< |5t &l e
cd HHAERIARAIE | cd /etc/apache2/conf.d kA /etc/apacheZ/conf d
cp -rf /mnt/sdb1/home/* /home %P*'J sdbl/home [NERIFEZE /home
[HE R 22 &

prt RIS SRS T — | AN

5% cp -rf ./-ok.doc /home/user o

(ERA RIS

cp -rfp (A HEFE1ESY | cp -rfp /mnt/sdbl/home/* /home |1 F » FI{RE A HEFR
In -s [EAVAGIEZ S In -s /var/www/web /root/web 1F root 17 /var/www/web HIEERK
Is HIHREZE TR Is /var/www FIH ivar/www &N FTAREZE
Is -1 FI A R FAE R |1s -1 FIH AR E R T FrA g 240 5
free ?&EI FERZ e L2 BT AL T RO

k5A IEI
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mkdir | ZEIT7ERAR mkdir /mnt/sdf T /mnt/sdf 12 {EE AR
mv Witz mv /mnt/sdb1/home/* /home #if% sdbl/home NER}AH % /home
mv B4 mv named.conf named.conf.bak | named.conf E ¥4
pwd |\ FIH HAIFTE pwd FH H A& R B 2 B P&
rm -f SRR tEZE rm -f /root/mytest.txt fHER mytest.txt
rm -rf | SREIHER H $% rm -rf /var/lib/amavis/clamav-* B clamav-BEEEAYFTA B
MBI ZIRIEMESE | scp -1 /var/www/* root@example.com:/var/www
P (EERH) A /var/www #§ELE] example.com [y /var/www J&E N
touch | ZET7ZefE touch /root/newtest.log 777 newtest.log 2% HfE
wget https://example.com/download/abc.txt
wget H Internet [k -
FI] example.com {5 F https 3R EPN abe.txt fEZE

5. SIS PR GURiE, SUEAE. . F)BRIE
fBe  |EW ol EElEE
cat Y HHEZFRTA N cat apache2.log 51|t apache2 EB%%T*D“’
cat > NEAS T A= cat /dev/null > /root/nobody = nobody (NZ&H
tail HIHFERE 10 17N% | tail apache.log %1]H apache.log H%ﬁz 10 fTTAE
tail -45 || FERE 45 TN |tail -45 apache.log 514 apache.log {#[# 45 TN
tail > |HEfEREAFEEMFE |tail -90 apache.log > /root/a2.log i apache.log JE&€ 90 {75 A a2.log
e tail -100 apache.log |grep HllH A 116.12.22.59 FEHIECHE,
grep | HAIRIEFEIT P
116.12.22.59 LA 100 77 RR
6. EXEBHETH
5% |9 g gffEsR
tar a1 SE BR 45 tar czvf /root/www.tgz /var/www 8 /var/'www BERZE /root/www.tgz
tar xzvf www.tar.gz fi? tar.gz #& = BRYE RS
tar xjvf www.tar.bz2 fi#2 tar, bzip2 F& = BRYERE
zip zip f&=UBR4E | zip /root/www.zip /var/www 2 /var/'www BRE /root/www.zip
unzip  |fi# zip f&= unzip www.zip fi# www.zip
(#). #RIXZT
1. 48Rtk
52 st A #a #flfER
ifconfig FEEEM R |ifconfig T B AT RARRE
ifconfig ethO up B eth0 48
ifconfig ethO down BEEA ethO 4k
ifup SRS ifup ethO ff¢ /etc/network/interfaces 2% & B ELEf
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ethO 4g-F
ifdown [ HERS ifdown ethO 1E 1A ethO 45k
route TE HENE route EEHAIHY gateway 2% E(H
2. {ERRETEIINAR
52 Ea il i IS
tcpdump |-t tcpdump -t N EANEAE
-n tcpdump -n ANt EARAE(EDHS TP firkh)
not port |tcpdump -t -n not port 22 and ip6 | Ff " HE] IPv6 N5 22 IBAYEMEL |
-i tcpdump -i ethO EZHE eth0 49
udp tcpdump -t -n upd H%I| UDP £
tcp tcpdump -t -n tcp H%I TCP &4
tcp tcpdump -t -n arp H%I ARP £,
port tcpdump port 53 51|t tep, upd 53 Hz
broadcast |tcpdump -t -n ip broadcast HItH 1Pv4 BEERREHEL
multicast |tcpdump -t -n ip multicast I IPv4 L BEEFBEE
teptrack |- teptrack -i ethO BRERE S H AT ethO A& HEARAR
3. IR
A. FERRE
i Ea il EEedl HoIAFEES
netstat -n netstat -n IP,Port D=2 88T~
-1 netstat -nl F#F%1H, Listening 1 AVIR{E
P netstat -nlp i TIE =44 PID {5
-t netstat -nltp {&%I| TCP HiE
-u netstat -nlup {&%I] UDP @78
-a netstat -tna BlIEE TCP 4R AR
-C netstat -tna -c 3 HIHE TCP #4RIRM, F=FPEH—=
B. Ti%IFEH

ARIIREA vJEE 5 ¥ E EAREE A » RSN B R E GRS — RS R R - QRETT
48ETH 22 Firewal/IDS/IPS/UTM J5—HHVE 231 - & ELEEE (AT IP Address $HEZHEZK - ERYFEH]
i - RZEBUSIEERNRNH TR - #5H OS ~ EEHIRAYEDH - i) T EERGEHE. - A AE AL

BRETA -
52 SH | Ffl Eedlia
nmap |-sP  |nmap -sP 192.168.0.0/24 FRH 192.168.0.0/24 4G H 4 T AL
-sS  |nmap -sS 192.168.0.1 {58 FH 2B Fm T 192.168.0.1 , DUREE 515 K i




P. 37

sA  |nmap -sA 192.168.0.1 {5 F ACK £} 05 192.168.0.1 , LLBEE 75175 K j
-P0O  |nmap -sS -P0 192.168.0.1 NI ping B 5

-sU  |nmap -sU 192.168.0.1 f7 i UPD 15 jkAE

-0 |nmap -0 192.168.0.1 I 1R 3 245

-p nmap -p 80 192.168.0.1 HEREERE

-p nmap -p 22,25 192.168.0.1 HZ 22 K7 25 B EHEGIR R

P |nmap-p22-443 192.168.0.1 |7 22 %] 443 HEEHELIREE

(=). g

Ubuntu Linux 2#&/* Debian FrBa 3 ifipk - Fr AR EEFEEFHEEE T HEL debian —£f » ZRHTH >
FEI> Ubuntu % 7 —{BEE[ZALAY " HRggT0, -

BRI EH

/etc/apt/sources.list

/etc/apt/sources.list.d BRI NFTA L ERE

FE—HAFEL > BPRAREZ KR > —EEZEHEHANEL ¢ apt-get update

S ECFE T B deb 8 (EIIfE44 deb)

HAEMTH © dpkg

LA VB B (RS RAERMERME (FREAMEEINR BN ) - s -
AEMEEHETH ¢ apt

HEFEHEEE RIS - LRt ES - B EEILE

5 Bk ] s PR
dpkg deb f2%& ¥ |dpkg -i abc.deb ZAEEH 1T N #EFY abe.deb
dpkg -1 S 2 EEF
dpkg -1 |grep php7 LA php7 B ERHY deb B
dpkg -1 php7 1]t php7 deb f& &
dpkg -L php7 51|t php7 package .2 5%
dpkg -S libntfs.s0.10 5 libntfs.so BHNHPE deb &
dpkg -r inkscape B inkscape #UES
dpkg -P inkscape fiHEE inkscape $iS K ELE% ErRE
dpkg-reconfigure EE¥E%E | dpkg-reconfigure phpmyadmin |EE3% phpmyadmin E{
apt E{f"E#  apt-cache search php7 =55 php7 FEAVENT
ubuntul6.04 FE =] DL apt-get update R (G
1 apt HUfX apt-get apt-get upgrade TR
apt-get install sl ZHE sl R HARRIER

apt-get remove sl 1k sl B




(»). #RIRIFFR

(—). [EikeEREAEE

Ubuntu 14.04 K H 7 Fif - System V
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f5< B #if5l HHfEER
service FEIREN/ R PR TS service apache? start () apache2 Il > BEEL 80 1
(FAREE) service apache2 stop e apache2 755 » BEEL 80 &
, EEHTEIE) apache2
service apache?2 restart
I HANEREEEE &
sysvconfig Bt B ENHYHR TS |sysveonfig 2 7E BB R BN RS AE =0

Ubuntu 16.04 7% - systemd

iha st ]
systemctl start apache2 EX#Ef apache2 {a]fk 28
systemctl stop apache2 BEEA apache2 {F]f 25
systemctl restart apache2 B ¥TELE) apache2
systemctl reload apache2 EE¥rEk A apache2 ¥ EH
systemctl status apache2 apache2 TR

systemctl enable apache?2

Bt 1% (88 B E) apache2

systemctl disable apache2

HUH apache2 HBHRLE)

(Z).DNS &y
1. DIG <
i 2 H I R s
dig dig @163.26.1.26 dces.tn.edu.tw
@163.26.200.1 N
] 163.26.1.26 i dces.tn.edu.tw HI4gHL:
dig @163.26.1.26 dces.tn.edu.tw AAAA
AAAA >
7536 dees.tn.edu.tw IPv6 {i7 il
MX dig @163.26.1.26 mail.tn.edu.tw MX
A5 xxx@mail.tn.edu.tw FYEFELETI A
NS dig @168.95.1.1 dces.tn.edu.tw NS
6] 1 #EEE (Z DNS 223 dees.tn.edu.tw A E{EARESAREE
dig @168.95.1.1 -x 163.26.182.1
-X
4] 168.95.1.1. 753 163.26.182.1 AY4ERE T LT (K fiR)
dig @163.26.1.1 -x 2001:288:75a6::1
-X
1] 163.26.1.1 7 EH) 2001:288:75a6::1 HY K7 fi#
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2. Hfthfs <
5< A &yl #n g
nslookup | #5261 7 fi#(IPv4)  nslookup dces.tn.edu.tw B R ERER/N IP {17l
7] 168.95.1.1 #zH DCES
host 5 5 1F R fi# host dces.tn.edu.tw. 168.95.1.1 N
#¥ : hostname 12— E &0 "."

(=). WWW+MySQL

1. WWW
Ea st AA El gl
/etc/init.d/apache2 |Apache2 #7:#i|#5 |/etc/init.d/apache2 reload |EE &k AG%ELE
aZenmod RENHELE a2enmod userdir EERE A\ S HHH
a2dismod 1= FA 5 4H a2dismod userdir feel BAE A\ 48 B 5 4E
Densite EFIREERE S |aZensite ss] /etc/apache2/sites-avaliable/
B EEF i e
2. MySQL
5< st o] g pfiEss
/etc/init.d/mysgl MySQL #2528 /etc/init.d/mysql restart EEFTENED MySQL AR5
mysqgladmin #5% MySQL root %1 |/mysqladmin -u root password "newpwd"
myisamchk ISAM & ERIFE(E1E /myisamchk -r -q --set-character-set=charset
SEC MySQL Y A. 7T /root/mysql-init, N~
root 745 SET PASSWORD FOR ‘root'@ localhost' = PASSWORD( MyNewPwd),

B. root@dns:~# mysqld_safe --init-file=~/mysql-init &

C. fififg /root/mysql-init

%77 MySQL USER |GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP
(5F SQL 587%) ON dbname.*

TO 'user'@'localhost'

IDENTIFIED BY 'user_pwd';

(1), B2 F%HELEANL-* VR IHB

E A SSH 2 L HE S RIS I R AR > B R SIS R a5 2R B UH B Z e E S G LT
i - 72 Zii%%?&%ZAk%B@iﬁﬁﬁ%ﬁ% Vim J Nano jER{E - Vim A% (CHY PE2 AYREE - BSCPRH#E
TR "SRR ) B T e o RIER D FEINERR SRy TOREREE | BT E T SR AR
B ETRELRE ) AYRFE - 1 Nano (YR 602 "B S 2 , » FEARIEHEAKEA -

1. Vim 4Ré8 23

A.Vim T35 ) KR TS ) BN
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Vim {Riges < VR EHRANEESE © T EEANRER L AT - AHRERT? 4 o RN
Ry E oy iR - B TR E i, OFRERA) ~ "oy (A1)~ Ta, (FEREZEHE
A) AT X o ] DA A /MRS S o M H SRR TR T - A - 57 - Insert

-
S AR -
S SICIE 2 i
- " PageUp/PageDw/Home/End | #5446 Haz A HIBHIE -
. BRI E -
- F| T SFIER, ¢ TEsc, §
STl :
o TR AR TR Bsc BT 1 T ¢ $5 ) TLAHE

"R~ BERE SRR BEYIBT T AREY NG EERIE RS ) SFRIE -

B. D\4RiE /home/yh X H$#JE THY .vimrc Rl

JENEERLLL Vim REERGE TR E ST EaERE - PUE T REH R EURTT 5046/ )N Tab 4 HEAYEE

Bl - FEZE .vimre HUE vim BY(E A fRiFaers > SEEEUH vim 2K EIL |
a. FELRUIE N e Vi R E/REAL ) UL vimre fH3E

‘ user@ubuntu~$ vi .vimrc

b % Ui, A FAREFE - AT =335
set nu: BURTTHE > W T EHHY 1,2,3 B
set ai: % Enter Pk THF 0] LUK AT B H B 4EHE
set tabstop=4: }% | tab 1318k 4 FIT » THE = 8 FIT

- yh@lubuntul604: ~ -
set nu
set ail
set tabstop=4j}
ﬁ EA 3,14 ﬁégﬁ
7 1 AT 4R
= yh@lubuntul604: ~ -
1EFR(F) |REE) FEM MRHAM)
set nu
set ail
set tabstop=4
zuall
2 Bsc IR TR TS e BRI



= yh@lubuntul604: ~ - o x
1E2=(F) #RE(E) SE(T) HHAE(H)

1 Bet nu
2 set ai

3 set tabstop=4

| I (R R [ L (|

".vimrc" 3L,

28C 1.1 2 i

AE E S vi RAEEE

% 71T

.vimrc ##IF] /root Ji& T 5% root H1 A [EIHVREE -
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EHYAJEE root > ATLAE root FETAEH Y vimre 0 F7 DABEEE AL

user@ubuntu:~$ sudo
[sudo] password for

Hgat 87

.bash_history
.bashrc
.viminfo
.vimrc

// VR root {H{YEE{E /home/yh E(#E Hi%

su
yh:

//# T /home/yh/.vimrc , #EHE " /root, KT
root@ubuntu:/home/yh# cp .vimrc /root
root@ubuntu:/home/yh# 1s -1a /root

C. Vim fy <57

ar o HIEEAT DL ¢ (A8 ~ BERE ~ sk R BB MAERVAS E ~ EIRE - S hlsan T

me THEEMER
W ez
'wq FHEREER
:q! s R
wq! SRS EERT CE RS, B root B0, RETEHIE A)
/& =ik
N ey

(FEH " /rd ) RHSE—EFFEAVETE - "TER [ n ] 8810)

es/EEFERAT g B (RFEPHE /" FFE - B ASE "\ - V")
dd YT N (TEIES > 2 T5dd - fHERS 51, )
yy YR RTINS > 41 T Syy - copy 551 )
p Al _E(ATHE dd Ko yy HYBRPERG 1)
u IR > 200 " 5u - 1BJEATS EBF )

ittt PAEa S R/NE MV —EL
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2. Nano X F4RiE 2%
{#FHAFE< " nano EETR/MEZES | FIRMEE - WRZEECEMLREBIN > FNREEILIE -

‘ yh@ubuntu~$ nano .vimrc

=" | yh@lub1604uefi: ~ - + x

FEZE(F) MREI(E) DE(T) =HEA(H)
GNU nano 2.5.3 [

wimrc

4-26 Nano 4miE 252

i AGEAE BT 7 DA F 7798 - Home, End, PageUp, PageDown SefBR(F S0 ff - THIRIE FAHET
IR EXTIAESEE 5 A(CUlO; Write Out) ~ 138 RBRBISFN(E - AL SUIhEE S FRATT

THRERRS TR
e Alt+6

BN Ctrl+K
A Ctrl+U
= Ctrl+w
=k Alt+W
B CRFESAE R EIPRAFSE "\ -~ "V") | Cult\

PEERMESC T RS e ¥ahs - BEMETEK tab $2 Bk 4 70 B vim FREORAY—EE - ATl
EEEFRHBE TR " nanore | UEREATT o fEAUIT -

A. & /usr/share/nano Ji& [ E#—(E#EI A5 H #EE NHY .nanorc
1E /usr/share/nano J&& NHRZ S 5e b AMVELA > AFILL shell 3574 R
‘ yh@ubuntu~$ cp /usr/share/nano/sh.nanorc ./nanorc
B. 4RiEZZ HEEE Ay .nanorc - FEERERNFLLU TN S8
set mouse : 1% H ERAS EIFER
set autoindent : 5 Bh4EHE
set tabsize 4 : % tab Bk 4 ZFIT
set const : $&7~ H AR ATAERIAT55%

‘ yh@ubuntu~$ nano .nanorc
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GNU nano 2.5.3 =3 : .nanorc

i

#color red "&[;[[:space:]]1]*;"

## Trailing whitespace
color ,green "[[:space:]]+$"
set

set

set 4

set

[ %
Y Write Out @ fifiss
RECT L

4-27 {£ .nanorc Ji&§& MIEHETSHE

FEECE R

i |

(100%), yC 737/737

SR o e A

A

C. YI[EFIFTERAY a5 A nano SRAZ I EREIY AEE root » A AT .nanorc 8 #445 root FHIE!

//VlEk root {E{5%84E /home/yh iE{E HEk
yh@ubuntu:~$ sudo su
[sudo] password for yh:

// 8 /home/yh/.nanorc #®#%| /root J&T
root@ubuntu:/home/yh# cp .nanorc /root

(4). 1tepEfm

1. R TIEHEE

Ubuntu Linux £ FZAYHRZEH T EO  Crontab ; - B RIDUENFE] " 7388 | AYIFRIEAL - SREITHT
TEZORAVIER © PRl - B ECERERVEEHE T Logrotate | - [E%E M & 2O A BH ARy T EHEHE , -
Wi E — R EHECSRER awstats (FETHELE:) & o

FINCBIEBC SN — B Ag A EE(EN " anacron ;- HEYE R T T 24 /NERRAE - AT AR
BUFHRIARD M HRE - SR ERGEEE 2 a0 - B8 A BN THMETEE > I EEK
WS ERER T HEIHRE - A R E gHHREAMLRMSE - @EAERTRE—T > flm - 83
222552 awstats 4 H Lk 7 Has » ANERTE] /etc/crond BH— N2 A A HEMIVEIER

2. root By 2 TAEHEE

bR T 25 B HEERAN B EE T SRR S RN T EPERE > nf DU root B > 2R
ZHEEETH THHE | o B VMR ZE root 1A " sudo crontab -e | 55 EHEFE root 5% E LIEHFE -



A. A sudo S5—ZiE A crontab -e §giERF - FEIFE L FHIESS

select-editor’.

PRI THEY nano 2edRiEH root HY TIFHHE
B. BERK— TR AATEFHE TIEFHE

Cul+O fi#f7; Cul+X HBH 1 : K 18 0 73T ntpdate FFFZZNE F 1L

‘O 1 * * * /usr/sbin/ntpdate time.stdtime.gov.tw

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
@5 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

m h dom mon dow command
1* * * /usr/sbin/ntpdate time.stdtime.gov.tw

[oE: S I Y

e @ write out Q f0a M EETT B " Crd A=)
x| AREEEL BN =i W1 uncut Textl Hif=ias [ PEV1 v

R 1 BRER LARHHME 2%

- TIREREEEIAGE: THEEH A E S
. ESRMG L  EEEESENES TR x5 HRE RIS EOEE
KOIEH « H - BEE % e R -
P i
o Ty 2R R R SR
o Ty ik R
Bl 5 1,6,11,..51, 56 LT~ KEERL [ 1-56/5, » A 1-56 S35 BT 2 -
o TSSO RS > B 1 Just/sbin/mntpdate

C.T#54 T sudo crontab -1 ;| % root Y TAEHERZ

T & crontab -e FTEFIRYRTY » FREAF LSRN TXHFEHR —K - AlgdEey HAVED IEFRER

M IR R E R R A R e Y IR et -
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(=). $F #FRE : Apache2 + PHPT7.2 + MariaDB

DU E R & & & AE R F Y Ubuntu 16.04 [ 5EEE > 5 YR EFHFE £ Y Ubuntu /& 12.04 » 357F
VirtualBox 4§73 o

FH/Y PHP B 5 U E i 1 PHPS AYSZ$% » R AR &7F PHPS YA ME 3 RIILERFT E 44
PHP7.2 {it XOOPS {#[H - FilsE ¥ 5 4% PHP7.2 ] XOOPS £/DE 259 #2417 -

L 2%
17 PHP7.2 172 16.04 HYTHERHA - F7 LI FI5E44 A1l ondrej/php E5 (ST » SEHEHRER B - (&

B

efr2ess -

root@pl7qvpdn:~# add-apt-repository ppa:ondrej/php

root@pl7qvpdn:~# apt update

root@pl7qvpdn:~# apt install apache2 mariadb-server mariadb-client php7.2
Tibapache2-mod-php7.2 php7.2-cli php7.2-curl php7.2-gd php7.2-imap php7.2-json
php7.2-mbstring php7.2-mysql php7.2-opcache php7.2-tidy php7.2-xm1 php7.2-xmlrpc
php7.2-zip php7.2-xs1

LHESE TR (E G R - LERS I o] DA TR BB et — 1~ » (A http://120.116.12.2
A E R H $%#4F /var/www/html
At F PHP » AT -

* I /var/www/html Ji& [ phptest.php N
<?php
phpinfo(Q);
?>
- HBEELs

http://120.116.12.2/phptest.php

2. MariaDB &¥}EE

# ZE mariadb Y root ZEHE
root@pl7qvpdn:~# mysqladmin -u root password YourPassword

# PG EERHE

root@pl7qvpdn:~# mysql_secure_installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): << ¥AMIMELH root S
0K, successfully used password, moving on...
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Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

You already have a root password set, so you can safely answer 'n'.

Change the root password? [Y/n] n << n I Enter
. Skipping.

By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariabB without having to have a user account created for
them. This 1is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y << T4 anonymous, HEEEIEEA AEINERE

. Success!

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y <<y AaFERBA
. skipping.

By default, MariaDB comes with a database named 'test' that anyone can

access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to 1t? [Y/n] n << test ZRIETIRANEHR
. skipping.

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y << B AERERE

. Success!
Cleaning up...

A1l done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

% A mariadb fEAEREE N root 2EENY plugin [HEf - S HIZ @ 54 phpmyadmin & A5 A

root@pl7qvpdn:~# mysql -u root -p

Enter password: << W ARISHIEEE

welcome to the MariabDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 37

Server version: 10.0.25-MariabB-Oubuntu0.16.04.1 Ubuntu 16.04
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Copyright (c) 2000, 2016, oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariabDB [(none)]> use mysql;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed

mariabB [mysql]> update user set plugin='
Query OK, 1 row affected (0.00 sec)

Rows matched: 1 changed: 1 warnings: 0

where User='"root';

mariabB [mysql]> flush privileges;
Query OK, O rows affected (0.00 sec)

MariabB [mysql]> quit
Bye

root@pl7qvpdn:~# systemctl restart mysql
root@pl7qvpdn:~# systemctl restart apache2

3. eIk As RN
FHRAD)

root@pl7qvpdn:~# systemct]l start mysql
root@pl7qvpdn:~# systemct]l start apache2

FEhik

root@pl7qvpdn:~# systemct] stop mysql
root@pl7qvpdn:~# systemct] stop apache2
BRI E BRE)

root@pl7qvpdn:~# systemct] enable apache?2
root@l7qvpdn:~# systemct]l enable mysql

4. phpmyadmin 2z

EFEFRAFRE N NEE GBS % ] /var/www/html & EEEE 5 — 28 - [ DCS Ei/Y
Ubuntu 16.04 24 unzip B » fiLAE— NG -
root@pl7qvpdn:~# apt install unzip

// 2 phpmyadmin #[(#] /root J& T
root@pl7qvpdn:~# wget https://files.phpmyadmin.net/phpMyAdmin/4.8.4/phpMyAdmin-4.8.4-
all-Tanguages.zip

root@pl7qvpdn:~# unzip phpMyAdmin-4.8.4-all-languages.zip
// 8 phpMyAdmin-x-x &% /var/www/html/phpmyadmin
root@pl7qvpdn:~# cp -rf phpMmyAdmin-4.8.4-all1-languages /var/www/html1/phpmyadmin
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F http://s2.dces.tn.edu.tw/phpmyadmin #4355
SRR DA E 120.116.12.2 % s2.dees.n.edu.tw Ff L SCEb G S AT -

5. PHPMyAdmin BB FRE]

F7 phpmyadmin /2 EEEH BRI E AT DUEIT (R - FADHEYJTARAT apache Ji T AI—(RPR
AR E B ErE - BT
* 1f /etc/apache2/conf-available J&& [N Z 77 ra-phpmyadmin.conf Z2ERE - NEUT » HE O ELR VA
EXFI4F Require ip f&IA] °
A5 55 —{# Require ip F%YEEERABES » II T ZEG 2 % AT E S48 ES - 55— (H
Require ip 2211 IPV6 » FEPH TIAAS 56 DL IPV6 (B4 » #5001 IPv6 i fpf -

<Directory "/var/www/html/phpmyadmin">
Options All

AlTowoverride ATl
Require all denied

Require ip 120.116.12.0/23 x.X.X.X
Require ip 2001:288:xxxx::/48
</Directory>

© BUHARE

root@pl7qvpdn: /etc/apache2/conf-available# a2enconf ra-phpmyadmin
root@pl7qvpdn: /etc/apache2/conf-available# systemctl reload apache2

© A ETHIAER B HAREE 0 45 iR 403 Forbidden LRI

(z). XO00PS 2.5.9 % %

HRERFLEARE XO0PS ZERTMHEARREE » Bt AA S B il — N 22428t -
EEEE ¢ https://campus-xoops.tn.edu.tw/modules/tad_uploader/index.php?of_cat_sn=16

A. JoTEE TR > FH filezilla F{# % IAAS /Y Ubuntu & ##i&231Y root - °
NEK[OI YRR AERE - T E N AR TR LR YE 3550 E 2 Ubuntu 4% F » FEH] unzip 55 /%
JBE o

B. F unzip RN EBIEIGEER HERE T > BERAT
o htdocs BRI E /var/www/html/myname (myname 55 HZ])

#HY /var/www/html €4 myname E{EH3k > FriEEliE AR E#H htdocs EHH % myname
root@ubuntu:~# cp -rfp /root/xoops-xx-xx/htdocs /var/www/html/myname

o xoops_lib & xoops_data iZF] " /var/www/myname/ | JEE |

AR BAI cp BEEERARR - FERESH

root@ubuntu:~# mkdir /var/www/myname

root@ubuntu:~# cp -rfp /root/xoops-xx-xx/xoops_libs /var/www/myname
root@ubuntu:~# cp -rfp /root/xoops-xx-xx/xoops_data /var/www/myname

C. PRSI ERBAR T e EEEZE
https://www.tad0616.net/modules/tad_book3/
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(z). HITPS 4c il 22 >

1. {}PEE HTTPS

R ER S & A D EIIEE @ (EHEEE ARERETUCEEES - BY) - ERSERECEE - &
BRI A EERE - ERE B EZE » A O RS E R - AT AIE T - B
fE R AR - IEEBEENER T HTTPS (IEHYEE S (4@ € 5 Hypertext Transfer Protocol Secure ) >
EEEHEEEM IR RS R - FiETEEAN BT E - THSAE AT TCP 443 IR FEGEE

(Listen) -

ERINEmIERY 75 CEEE) AIRZME - Mm@ )i 2 —5 T BEEmNscE ) &l " —
R DRSS E FERTIR o T AR E T HUS RS " ELES , o WEUSIEEEE » (2
SEEEREATE (CRat) 1Y o DUFEEEDL sha2s6 SE A% Tyhliu, ~ T ZEHREREHE
Loy K Thttps:/fwww.tn.edutw | = FERHEITIIREGRTE - HASRAT ¢

yh@yhdev:~$ echo -n yhliu | sha256sum
83155d663fa9b61e968c85a8cc04aclf2445fc56016b779218b8f25a6e5d4808 -

yh@yhdev:~$ echo -n ZFmHERENFL | sha256sum
31dbd1d0a906802acec2380370aa069c7246717ec28cca4f3c849fa253de827f -

yh@yhdev:~$ echo -n https://www.tn.edu.tw | sha256sum
348d1d606fa39aeec963d3c28d85fa83a2439¢c637802fb2a0e76c9f9acf5738 -

yh@yhdev:~$

H DL EFRFISER - FrA iy PSS i & 1% - W pEE RENF & - WRIEE A ATEAES 5

({5 = WIFLEHS% ) BEEERT - #(E R HTTP Ay H it & B FIE R By 35058 - {HEEH] HTTPS A48
Hit B — & REED IR - R hise 7 & Eimateny s st il e -

I R B E R RE R - R AR MR - HHERMT S T 06 AL - ME RS
HS7PE HTTPS HyEE - FURBIGOER - SXEkS @ H et g - BEEERUHERIA] -

MHER EANSEE - EEHNEE > AFFWEL - A7 A REEEENSE - EXHEBAEAENZ
BB USRS - I B AR E TR AT T EE g —(EAEREIR -
THOSR TME (BHFHD) - GHERESNERE  JESg MRERNE - BEN A -

H AT = BEa et & /DB (ER R - B MMEE - WEER RS > B HEE
i DVRBEGE RIS S - s BRI R B E R L EE R WEL - BITFRFEA
B B A ISR e B S RS 4HAR - © U Let’s Encrypt » $f A BEHE —&7A490E - R > &
il P2 A B 1% (5 P U = 8 H Y 288 - Z 1R B EE S T ia &= - (e ATE R
i o LMEZREIFBERE -

2. SeRiXEM--2] webdns 5% E 484k

B¢ Let’s Encrypt HUfS32{5 (BB 2 B 2R —E ZH & A494E » 35 % https:/webdns.tn.edu.tw #
B EAZR NI SC 4R - FF{# A nslookup S E— T EE AR - ZH DL s2.dces.tn.edu.tw Ef L F
120.116.12.2 B3l - xi&tAEA IPve 2 it » RERRKEHUZEH -
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+ i@ EE

Domain Record Type Value

dns | deestnedutw .[A v| [120116.121 | i1
[dns i.dces,tn.edu.t\v | v | 52001:288:7536::1 ‘WH’%]
[ | deestnedutw [ v [20116121 | iR
[ | deestnedutw .[Anan V| [2001:288:75a6:1 | R

mail | deestnedusw [A v] [120116121 | s

mail kel et 0050208350 e | i1

| dcestnedutw .[A v] [20116122 @
s3 e TrE— e | PR
sfs | deestn.edutw .| A ¥ | [120116.124 \mw&%]
s | deestnedutw . [AAMA ¥ | [2001:288:7506:4 | s

Fl webdns Jy LA 2 SCHEHE

3. & Apache2 B Let’s Encrypt £58&

SIEPET Let's Encrypt 48Vh B SIS AREE - NIbESA T —BWE=J75E TH - UIMEHEFEN
LHUET R FH certbot 5 {E T HARSERUEE © F(HEEBIZEMAT
- EAESE
« EH % apache2
s HEIEHeE
PR Ry Let's Encrypt 5256 iz =1 A A 90 K > AT AT /EE 4 B b T EAEBARRAT ST -

DUNEHLIREZE Y s2.dces.tn.edu.tw E{EEIE G0
A. 223 openssl 1 TNk certbot T B

root@ubuntu:~# apt install openss]
root@ubuntu:~# wget https://dl.eff.org/certbot-auto

B. F|H certbot-auto Z-ZEFTFEHEH:

#{f certbot-auto EHEHITHE
root@ubuntu:~# chmod a+x certbot-auto
# s s for apache2 &%
root@ubuntu:~# ./certbot-auto --apache --domain=s2.dces.tn.edu.tw certonly
Bootstrapping dependencies for Debian-based 0Ses... (you can skip this with --no-
bootstrap )
Hit:1 http://us.archive.ubuntu.com/ubuntu xenial InRelease
Get:2 http://security.ubuntu.com/ubuntu xenial-security InRelease [109 kB]
Get:3 http://us.archive.ubuntu.com/ubuntu xenial-updates InRelease [109 kB]
Hit:4 http://ppa.launchpad.net/ondrej/php/ubuntu xenial InRelease
Get:5 http://us.archive.ubuntu.com/ubuntu xenial-backports InRelease [107 kB]
Fetched 325 kB in 13s (25.0 kB/s)
Reading package 1lists... Done
Reading package lists... Done
Building dependency tree
Reading state information... Done
ca-certificates is already the newest version (20170717~16.04.2).
openss1 is already the newest version (1.1.0h-2.0+ubuntul6.04.l+deb.sury.org+1).
The following additional packages will be installed:

cpp cpp-5 gcc-5 Tibasan2 libatomicl Tibc-dev-bin 1ibc6-dev Tibccl-0 Tibcilkrts5
Tibexpatl-dev libgcc-5-dev libgompl Tibis115 1libitml 1iblsanO Tibmpc3 1ibmpx0
Tibpython-dev Tibpython-stdlib Tibpython2.7 Tibpython2.7-dev Tibpython2.7-minimal
Tibpython2.7-std1lib TibquadmathO Tibtsan0 Tibubsan0 Tinux-libc-dev python-minimal
python-pip-wh1l python-pkg-resources python2.7 python2.7-dev python2.7-minimal
python3-virtualenv
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Suggested packages:

augeas-doc cpp-doc gcc-5-locales gcc-multilib make manpages-dev autoconf
automake Tibtool flex bison gdb gcc-doc gcc-5-multilib gcc-5-doc Tibgccl-dbg
Tibgompl-dbg T1ibitml-dbg Tibatomicl-dbg Tibasan2-dbg 1iblsan0-dbg Tibtsan0-dbg
Tibubsan0-dbg T1ibcilkrts5-dbg Tibmpx0-dbg TibquadmathO-dbg augeas-tools glibc-doc
Tibss1-doc python-doc python-tk python-setuptools python2.7-doc binfmt-support
Recommended packages:

manpages-dev
The following NEwW packages will be installed:

augeas-lenses cpp cpp-5 gcc gcc-5 Tibasan2 libatomicl 1ibaugeasO Tibc-dev-bin
Tibc6-dev 1ibccl-0 Tibcilkrts5 Tlibexpatl-dev 1libffi-dev Tibgcc-5-dev Tibgompl
Tibis115 Tibitml 1iblsanO Tibmpc3 Tibmpx0 Tibpython-dev Tibpython-stdlib
Tibpython2.7 T1ibpython2.7-dev Tibpython2.7-minimal 1ibpython2.7-stdlib
TibquadmathO 1ibss1l-dev Tlibtsan0 Tibubsan0 Tinux-libc-dev python python-dev
python-minimal python-pip-wh1 python-pkg-resources python-virtualenv python2.7
python2.7-dev python2.7-minimal python3-virtualenv virtualenv
0 upgraded, 43 newly installed, O to remove and 0 not upgraded.
Need to get 59.8 MB of archives.
After this operation, 157 MB of additional disk space will be used.

Do you want to continue? [Y/n] Y <-#Enter &%

Installing Python packages...

Installation succeeded.

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Plugins selected: Authenticator apache, Installer apache

Enter email address (used for urgent renewal and security notices) (Enter

cancel): yhliu@tn.edu.tw <-#%AZBFEH:

c' to

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.pdf. You must
agree in order to register with the ACME server at
https://acme-v02.api.letsencrypt.org/directory

would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? we'd like to send you email about our work
encrypting the web, EFF news, campaigns, and ways to support digital freedom.

(Yes/(N)o: Y <-[EBfE Electronic Frontier E&E&A\BBFE L

Obtaining a new certificate

Performing the following challenges:
http-01 challenge for s2.dces.tn.edu.tw
Enabled Apache rewrite module

waiting for verification...

Cleaning up challenges

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/s2.dces.tn.edu.tw/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/Tive/s2.dces.tn.edu.tw/privkey.pem
Your cert will expire on 2019-04-27. To obtain a new or tweaked
version of this certificate in the future, simply run certbot-auto
again. To non-interactively renew *all* of your certificates, run
"certbhot-auto renew"

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

- If you Tike cCertbot, please consider supporting our work by:
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Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-Tle
root@ubuntu:~#
C. B8

FrEUVE 2R ERES &I AT T Jetc/letsencrypt/live/ B 55 > 4gis 40/ | & T

root@ubuntu:~# cd /etc/letsencrypt/live/s2.dces.tn.edu.tw
root@ubuntu:/etc/Tetsencrypt/live/s2.dces.tn.edu.tw# 1s
cert.pem chain.pem fullchain.pem privkey.pem README

D. F— [ README I}

This directory contains your keys and certificates.

“privkey.pem” : the private key for your certificate.

“fullchain.pem™ : the certificate file used in most server software.
“chain.pem’ : used for OCSP stapling in Nginx >=1.3.7.

‘cert.pem’ : will break many server configurations, and should not be used

without reading further documentation (see Tink below).

WARNING: DO NOT MOVE OR RENAME THESE FILES!
Certbot expects these files to remain in this location in order

to function properly!

we recommend not moving these files. For more information, see the Certbot

User Guide at https://certbot.eff.org/docs/using.html#where-are-my-certificates.

E. b asoe il LG i

B G & 2% EFE /etc/apache2/sites-available/default-ssl.conf - 5 & & BB AL B » AFIE DL

s2.dces.tn.edu.tw S#EIFI4EEY o 5 SABEEIRERITFE R B TELE -

# WEIDIT =17, BUElEErE

SSLCertificateFile /etc/letsencrypt/live/s2.dces.tn.edu.tw/cert.pem
SSLCertificatekeyFile /etc/letsencrypt/live/s2.dces.tn.edu.tw/privkey.pem
# BITTERAIES A "#, , HAMER

SSLCertificatechainFile /etc/letsencrypt/live/s2.dces.tn.edu.tw/chain.pem

F. R/ Apache2 " fiIEf#4H |

root@ubuntu:~# a2enmod ss]
root@ubuntu:~# a2ensite default-ssl.conf
root@ubuntu:~# systemct] restart apache2

G. (ERIE Es Rt

https://s2.dces.tn.edu.tw
H. fg&— & rEetg

https://www.ssllabs.com/ssltest/index.html

4. HENERBE AR

FH> Let's Encrypt #& A28 /&E HA 90 KEARR » ArAFRMI M EERAIR S 2 RiSE R EE Hradas -
PEE A5 —Z /root/renewcrypt.sh, FRFT—K - EHFEE] > Bt HEIER > REWT
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#!/bin/bash

/root/certbot-auto renew --quiet --no-self-upgrade --post-hook "/bin/systemct]
reload apache2"

{5 R crontab & H#T—K » ABEEKR 3 B0 77 B — K58

# XY renewcrypt.sh 7
root@ubuntu:~# chmod a+x renewcrypt.sh

root@ubuntu:~# crontab -e
# MAZE—T
0 3 * * * /root/renewcrypt.sh

H—"F root [ TAEHERE

root@ubuntu:~# crontab -1
Edit this file to introduce tasks to be run by cron.

Each task to run has to be defined through a single Tine
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '"*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

output of the crontab jobs (including errors) is sent through
email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
05 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)
m h dom mon dow command

3 * * % /root/renewcrypt.sh
root@ubuntu:~#

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
0

5. B Al Web {Gfk 23 HTTP HTTPS ##iZ,

fic Bt 77 X B 56 #Y WEB Server 3117 http f2 https » 751 0] RN KW » B &4 260 & Tl A
http://s2.dces.tn.edu.tw {8 5 EpkE https://s2.dces.tn.edu.tw - fEELTT ¢

&4 /etc/apache2/sites-available/000-default.conf fj[|_F Redirect & —17 » fEZENEU T

ServerAdmin yhliu@tn.edu.tw
DocumentRoot /var/www/htm]l
Redirect / https://s2.dces.tn.edu.tw/

EERYER A apache2 FEE (H

‘root@ubuntu:~# systemct] reload apache?2
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I ~Ubuntu 16.04 i&F ¢ =
DUTM#ELZIEVNEIEE » HIGETAEEREH -
(-). 32 ¥R %ikxs Taiwan Mirror =

Ubuntu 16.04 FHEXEMFEL AFEE 05 - FEEFIE s iS4 2 EE{F - ABbfairkiEz - FILE
TR E R B 2 &Y Mirror G - (EE5 = ¢

1. {55 /etc/apt/sources.list PRY4EHE

‘root@ubuntu:~# vi /etc/apt/sources.list

BN
#

# deb cdrom: [Ubuntu-Server 16.04.4 LTS _Xenial Xerus_ - Release amd64 (20180228)]/
xenial main restricted

# deb cdrom: [Ubuntu-Server 16.04.4 LTS _Xenial Xerus_ - Release amd64 (20180228)]/
xenial main restricted

# See http://help.ubuntu.com/community/UpgradeNotes for how to upgrade to
# newer versions of the distribution.

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial main restricted

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial main restricted

## Major bug fix updates produced after the final release of the

## distribution.

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial-updates main restricted

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial-updates main restricted

## N.B. software from this repository is ENTIRELY UNSUPPORTED by the uUbuntu
## team. Also, please note that software in universe WILL NOT receive any
## review or updates from the Ubuntu security team.

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial universe

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial universe

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial-updates universe

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial-updates universe

## N.B. software from this repository is ENTIRELY UNSUPPORTED by the uUbuntu
## team, and may not be under a free licence. Please satisfy yourself as to
## your rights to use the software. Also, please note that software in

## multiverse WILL NOT receive any review or updates from the Ubuntu

## security team.

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial multiverse

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial multiverse

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial-updates multiverse

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial-updates multiverse

## N.B. software from this repository may not have been tested as
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## extensively as that contained in the main release, although it includes
## newer versions of some applications which may provide useful features.
## Also, please note that software in backports WILL NOT receive any review
## or updates from the Ubuntu security team.

deb http://ftp.ubuntu-tw.net/ubuntu/ xenial-backports main restricted universe
multiverse

# deb-src http://us.archive.ubuntu.com/ubuntu/ xenial-backports main restricted
universe multiverse

## Uncomment the following two Tines to add software from Canonical's

## 'partner' repository.

## This software is not part of Ubuntu, but is offered by Canonical and the
## respective vendors as a service to Ubuntu users.

# deb http://archive.canonical.com/ubuntu xenial partner

# deb-src http://archive.canonical.com/ubuntu xenial partner

deb http://security.ubuntu.com/ubuntu xenial-security main restricted

# deb-src http://security.ubuntu.com/ubuntu xenial-security main restricted
deb http://security.ubuntu.com/ubuntu xenial-security universe

# deb-src http://security.ubuntu.com/ubuntu xenial-security universe

deb http://security.ubuntu.com/ubuntu xenial-security multiverse

# deb-src http://security.ubuntu.com/ubuntu xenial-security multiverse

2. FEHER

‘root@ubuntu:~# apt update

MRS BLOK T -

(=), (2* TCP ZEHFINFEZ Hhd PIRERRER

TCP BBR Y4 4% & TCP Bottleneck Bandwidth and Round-trip propagation time ( TCP % ZE 7% il Ji &L
7E) & Google 1F 2017 FEHSATHRH  'E4F kernel 4.9.x [ilf. > %8 DA kerenl f54HAY /540 A » {2 Ubuntu
16.04 THELHY kernel /& 4.4.0 > FHZEEH EESCHT kernel T4 ZE 4.9.x DL I - BAFEE 108 24 H K

1t BEAREREHA 4.15x fHEMAEZLE - UM EEEHR P -

1. Z2%E kernel 4.15

root@ubuntu:~# apt install install 1linux-image-4.15.0-48-generic 1inux-modules-
4.15.0-48-generic linux-modules-extra-4.15.0-48-generic

root@ubuntu:~# reboot

EHd1% F uname &— T kernel fRAC

root@ubuntu:~# uname -r
4.15.0-48-generic

OK, H#A5EHL



P. 56

2. £ bbr 54

BIUA tep_bbr 15

root@ubuntu:~# modprobe tcp_bbr

root@ubuntu:~# echo "tcp_bbr" >> /etc/modules-load.d/modules.conf
root@ubuntu:~# echo "net.core.default_qdisc=fq" >> /etc/sysctl.conf
root@ubuntu:~# echo "net.ipv4.tcp_congestion_control=bbr" >> /etc/sysctl.conf
root@ubuntu:~# sysctl -p

net.core.default_qdisc = fq

net.ipv4.tcp_congestion_control = bbr

ARG EEM (N REHBI

root@ubuntu:~# sysctl net.ipv4.tcp_available_congestion_control
net.ipv4.tcp_available_congestion_control = reno cubic bbr
root@ubuntu:~# sysct]l net.ipv4.tcp_congestion_control
net.ipv4.tcp_congestion_control = bbr

& Bl (ETE <& H B bbr BT > ALstdE > plah 1!
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