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=~ BEAPDKERE

£ ubuntu 18.04 T~ HYZEHEIE REATT
s B -G EHEANEWRER (EERER)
©  EBAMEEBEIRATT relocal HEH
o ZZHEFTEEE(Y: bridge-utils

root@fw:~# apt install bridge-utils
© H lshw f5 & HA-RAEE - AL

°  enp2s0f0 fy¥fSMAEF

°  enp3s0 ¥ KR
B fetc/re.local - HUFARRHRE

(—). Bt 5 BT script #%& (rc-local) 1T

1. rc-local.service 14t

£ DOS WX - F AT LRI R LI ITHYHE < 55 4E autoexec.bat PN » Linux i5 B¢ HY B2 1E
/etc/re.Jocal P o FLH Linux 3w sysvinit ACETRELT » /etc/re.local i B4 UE—(H S B
{769 SHELL » % T systemd FRS{L » T3 relocal i3 (B I8 T —{E R 71 re-local.service » 1%
Ubuntu 18.04 ‘Z{ER B EAFE > WHETTAI > A ] DUEEE(E - 50T -

A. LA root B{537E1T. /etc/systemd/system/re-local.service 75 BB

user@ubuntu:~$ sudo su

[sudo] password for user:

root@ubuntu: /home/user# cd

root@ubuntu:~# vi /etc/systemd/system/rc-local.service

i A DL A

[Unit]
Description=/etc/rc.local Compatibility
ConditionPathExists=/etc/rc.local

[Service]

Type=forking
ExecStart=/etc/rc.local start
TimeoutSec=0
StandardOutput=tty
RemainAfterExit=yes
SysVStartPriority=99

[Install]
WantedBy=multi-user.target

B. 277, /etc/rc.local FEZE

root@ubuntu:~# vi /etc/rc.local




MALLTAE - (N RZEEEEEM bash - FrLAFAEHEE—1T45%E /bin/bash

#!/bin/bash

#

# rc.local

#

# This script is executed at the end of each multiuser runlevel.
# Make sure that the script will "exit 0" on success or any other
# value on error.

#

# In order to enable or disable this script just change the execution
# bits.

#

# By default this script does nothing.

exit 0

C. ¥ rclocal h{THE

root@ubuntu:~# chmod +x /etc/rc.local

HESEE% - n[{FEFEZ A T systemctl status re-local | &— | rc.local EEHEEAT ©

root@ubuntu:~# systemctl status rc-local
@® :c-local.service - /etc/rc.local Compatibility
Loaded: loaded (/1ib/systemd/system/rc-local.service; static; vendor preset: enabled)
Drop-In: /11ib/systemd/system/rc-local.service.d
L—debian.conf
Active: since — 2016-12-20 16:24:20 CST; 1 weeks 4 days ago
Process: 789 ExecStart=/etc/rc.local start (code=exited, status=0/SUCCESS)

Warning: Journal has been rotated since unit was started. Log output is Incomplete or
unavailable.

HELEFER] > EHAHGRIGE " RBEh S active (exited) | o AAFEHUEME -
{H% Active: JREEZ "inactive (dead) - AIEFZMERUH - WFEBHHIMEE) > J7=(40F -

root@ubuntu:~# systemctl enable rc-local
root@ubuntu:~# systemctl start rc-local

2. F iptables #5<7HE
HFHEPDKEFE ST A relocal - WAEE Bt &InE— T AL ALE S o T -
*  Lubuntu Z4e52 5 » HHEUE/R A (E(T iptables AHAI - & 5040 F

user@ubuntu:~$ sudo -i
[sudo] password for user:
root@ubuntu:~# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)




target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

By Jetc/re.Jocal Ji[I_E K% Port 22 Ay AR SR HI|

roor@ubuntu:~# vi /etc/rc.local

B 1& 1Y Jetc/rclocal 41T -

#!/bin/bash

#

# rc.local

#

# This script is executed at the end of each multiuser runlevel

# Make sure that the script will "exit 0" on success or any other
# value on error.

#

# In order to enable or disable this script just change the execution
# bits.

#

# By default this script does nothing.

IPTABLES="/sbin/iptables"

[P6TABLES="/sbin/ip6tables"

$IPTABLES -F

$IP6TABLES -F

B - < - e i
# 2E filter table AYTHSRESE

B« - . i

$IPTABLES -P INPUT ACCEPT
$IPTABLES -P OUTPUT ACCEPT
$TPTABLES -P FORWARD ACCEPT

B« - @il B
# E Port 22 #HAI
B - < - e i

$IPTABLES -A INPUT -p tcp -s 120.116.12.0/23 --dport 22 -j ACCEPT
$IPTABLES -A INPUT -p tcp -s 127.0.0.1 --dport 22 -j ACCEPT
$IPTABLES -A INPUT -p tcp --dport 22 -j DROP

$IP6TABLES -A INPUT -p tcp -s 2001:288:75a6::/48 --dport 22 -j ACCEPT
$IP6TABLES -A INPUT -p tcp --dport 22 -j DROP

exit 0




& EEREIRE RS

root@ubuntu:~# systemctl restart rc-local

KR IPv4 {7 iptables ¥RHI%I 2 & LT

root@ubuntu:~# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT tep -- 120.116.12.0/23 0.0.0.0/0 tep dpt:22
ACCEPT tep -- 127.0.0.1 0.0.0.0/0 tep dpt:22
DROP tep -- 0.0.0.0/0 0.0.0.0/0 tep dpt:22

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

K IPv6 1Y ip6tables ¥7 HIFI2 & CLET

root@ubuntu:~# ip6tables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination
ACCEPT tcp 2001:288:75a6::/48  ::/0 tep dpt:22
DROP tep 2070 ;0 /0 tep dpt:22

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

SEEEE rclocal HYEFE - BIREHLLIT ¢

A.

m o 0w

77T re.local IRFSENENFE R re-local.service

4@%5 rc.local

(T " systemctl restart rc-local | &

TR+ ABEAH iptables FRAIFIHNES - AT LAM iptables -nL #5 -5 ig e
BUTiERR - TR (reboot) 12FHAREH—XK



(Z). B4 rc.Jocal BAMRIEEE

AT A iptables £ AIFIACHIE re.local 2 & #EETT « FEASL » Jetc/re.local BYNZEDNHASEH
22 > A N HE ST o (BT RIREAIT
o HERTIRAERAERE —4H 1Pv4 Jz TPv6 firtik - ASZH A
1Pv4: 120.116.12.19/23
IPv6: 2001:288:75a6::19/64
«  BEIASNE-RE [Pv4/IPv6 EfEIHY Forward g
* %7€ Linux AY DNS Client: /etc/resolv.conf
Ubuntu 18.04 /Y DNS Client %4F /run/systemd J&& |~ » [RIFEFEAH R

W

L {GREERY

e
HH

#!/bin/bash

MODPROBE="/sbin/modprobe"
IFCONFIG="/sbin/1fconfig"
ROUTE="/sbin/route"
IPTABLES="/sbin/iptables"
IP6TABLES="/sbin/ipbtables"

# SHECSRZEEE bridge-utils Eff:
BRCTL="/sbin/brct1"
SERVICE="/usr/sbin/service"

# BOEMEER 1P MJTHE
# enp2s0fo -> ¥4p
# enp3s0 -> HA

# NES THIBA FW_IFACE

BR IP="120.116.12.19"
FW_IP="120.116.12.19"

FW_IP RANGE="/23"

BR BCAST="120.116.13.255"

BR IFACE="br0"
GATEWAY="120.116.13.254"
FW_IP6="2001:288:75a6: :19"
GATEWAY6="2001:288:75a6: : fffe"

# ubuntu 18.04 AY network-manager {52 sysvinit BYHE
# FrLUhE service xxxx start/stop Zof#
# 38 network-manager BARA ° A FTHFTHRSE > FAIHTIEE

$SERVICE network-manager stop

# SCRAFAFTA S
ethOexist=$(/sbin/ifconfig lgrep "enp2s0f0")
if [ "$ethOexist" !'= "" ]; then

$IFCONFIG enp2s0f0 down

fi




ethlexist=$(/sbin/ifconfig lgrep "enp3s0")
if [ "$ethlexist" !="" ]; then

$IFCONFIG enp3s0 down
fi

brOexist=$(/sbin/ifconfig lgrep "br0")
if [ "$brOexist" !="" ]; then
$IFCONFIG brO down
# FRAEA birdge HY binding
$BRCTL delif brO enp2s0f0
$BRCTL delif brO enp3s0
$BRCTL delbr br0
fi

# BE enp2s0f0 K enp3s0 8-~/
$IFCONFIG enp2s0f0 0.0.0.0
$IFCONFIG enp3s0 0.0.0.0

#EUE) bridge HAERAERE Binding
$BRCTL addbr br0

$BRCTL addif brO enp2s0f0

$BRCTL addif brO enp3s0

# 3%E br0 /M E
$IFCONFIG br0O $BR_IP netmask 255.255.254.0 broadcast $BR BCAST

# HE gateway 1B
$ROUTE add default gw $GATEWAY

T TR Hit#
# fTBd IPv4 HY forward
T TR Hit#
#echo "Enable ip forward ...... "

#echo

echo "1" > /proc/sys/net/ipv4/1p forward

B < < @ . o
# IPv6 EiE

B < < @ . o
ipv6addr=$($IFCONFIG lgrep "inet6 addr: $FW _IP6")

if [ "$ipvbaddr" = "" ]; then

/bin/ip -6 addr add $FW _IP6/64 dev br0
fi
$ROUTE -A inet6 add ::/0 gw $GATEWAY6
echo "1" > /proc/sys/net/ipv6/conf/all/forwarding

B == Hit
# JEERSCRIHIEE
B == Hit




echo

# Flush filter
$IPTABLES -F
$IPTABLES -X
$IP6TABLES -F

echo "Flush mangle table ......
echo

# Flush mangle

$IPTABLES -F -t mangle
$IPTABLES -t mangle -X

echo "Flush nat table ...... "
echo

# Flush nat

$IPTABLES -F -t nat

$IPTABLES -t nat -X

# THERBUR » 25

$IPTABLES -P INPUT ACCEPT
$IPTABLES -P OUTPUT ACCEPT
$IPTABLES -P FORWARD ACCEPT

$IP6TABLES -F

B == Hit
# AR T
B == Hit

$IPTABLES -A INPUT -p tcp -s 120.116.12.0/23 --dport 22 -j ACCEPT
$IPTABLES -A INPUT -p tcp -s 127.0.0.1 --dport 22 -j ACCEPT
$IPTABLES -A INPUT -p tcp --dport 22 -j DROP

$IP6TABLES -A INPUT -p tcp -s 2001:288:75a6::/48 --dport 22 -j ACCEPT
$IP6TABLES -A INPUT -p tcp --dport 22 -j DROP

B == Hit
# RHIEHF SRR oM E R 2 Fp A
B == Hit

# $IPTABLES -A FORWARD -p tcp -m mac --mac-source 00:25:11:49:12:6C -j DROP
# dns client -> /etc/resolv.conf
echo "nameserver 168.95.1.1

nameserver 8.8.8.8" > /run/systemd/resolve/stub-resolv.conf

exit O

B T Z4% > SRR - AREL N ERAIE -
A. FBEZNEARE S ALl 4
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= ~ DHCP SERVER EE

AR Gateway 53¢ DHCP SERVER - ({5285 isc-dhcp-server #EFEYI T °

1. %45 DHCP Server
F root E{77 DL apt ¥§5222% dhep server

root@nat :~# apt update
root@nat :~# apt install isc-dhcp-server

2. B Jetc/default/isc-dhep-server 5 EIRZE ip FIGERR

root@nat:~# vi /etc/default/isc-dhcp-server

G

BBV REM redocal #5E R b0y - FrLABHEIREE 1P AYAE-R /M EIEK bro » SREIATT

# Defaults for isc-dhcp-server initscript
# sourced by /etc/init.d/isc-dhcp-server
# installed at /etc/default/isc-dhcp-server by the maintainer scripts

#
# This 1s a POSIX shell fragment
#

# Path to dhcpd's config file (default: /etc/dhcp/dhcpd.conf).
#DHCPD CONF=/etc/dhcp/dhepd. conf

# Path to dhepd's PID file (default: /var/run/dhcpd.pid).
#DHCPD PID=/var/run/dhcpd. pid

# Additional options to start dhcpd with.
# Don't use options -cf or -pf here,; use DHCPD CONF/ DHCPD PID instead
#OPTIONS=""

# On what interfaces should the DHCP server (dhcpd) serve DHCP requests?
# Separate multiple interfaces with spaces, e.g. "ethO ethl".

# THIC B [Pv4 (UHFET IR

INTERFACESv4="br0"

INTERFACESv6=""

3. B4 Jetc/dhcp/dhepd.conf B TR % & E

root@nat:~# vi /etc/dhcp/dhepd.conf

AL H PR AS B0 A T > RA]
A. G144 HE ¢ dees.tn.edu.tw
B. JRiEAGFHS57E dns server £y 168.95.1.1 k7 8.8.8.8
C. H#hr%#[E 120.116.13.101 ~ 120.116.13.200 -



# dhepd. conf

#

# Sample configuration file for ISC dhcpd

#

# Attention: If /etc/ltsp/dhepd.conf exists, that will be used as
# configuration file instead of this file.

#

# option definitions common to all supported networks. ..

option domain-name "dces.tn.edu.tw";

option domain-name-servers 168.95.1.1, 8.8.8.8;

default-lease-time 600;
max-lease-time 7200;

# The ddns-updates-style parameter controls whether or not the server will
# attempt to do a DNS update when a lease is confirmed. We default to the
# behavior of the version 2 packages ('none', since DHCP v2 didn't

# have support for DDNS.)

ddns-update-style none;

# If this DHCP server is the official DHCP server for the local
# network, the authoritative directive should be uncommented.
authoritative;

# Use this to send dhcp log messages to a different log file (you also
# have to hack syslog.conf to complete the redirection).
#log-facility local7;

# No service will be given on this subnet, but declaring it helps the
# DHCP server to understand the network topology.

#subnet 10.152.187.0 netmask 255.255.255.0 (
#)

# This 1s a very basic subnet declaration.

subnet 120.116.12.0 netmask 255.255.254.0 {
range 120.116.13.101 120.116.13.200;
option routers 120.116.13.254;
option broadcast-address 120.116.13.255;

}

# This declaration allows BOOIP clients to get dynamic addresses,
# which we don't really recommend.

#subnet 10.254.239.32 netmask 255.255.255.224 {

# range dynamic-bootp 10.254.239.40 10.254.239.60;
# option broadcast-address 10.254.239.31;

# option routers rtr-239-32-1.example.org;

#}

# A slightly different configuration for an internal subnet.




#subnet 10.5.5.0 netmask 255.255.255.224 (

# range 10.5.5.26 10.5.5.30;

# option domain-name-servers nsl.internal.example.org;
# option domain-name "internal.example.org”;

# option subnet-mask 255.255.255.224;

# option routers 10.5.5.1;

# option broadcast-address 10.5.5.31;

# default-lease-time 600,

# max-lease-time 7200;

#}

# Hosts which require special configuration options can be listed in

# host statements. If no address 1s specified, the address will be

# allocated dynamically (if possible), but the host-specific information
#will still come from the host declaration.

#host passacaglia {

# hardware ethernet 0:0:c0:5d:bd:95;
# filename "vmunix.passacaglia";

# server-name "toccata.example.com";
#}

# Fixed IP addresses can also be specified for hosts. These addresses
# should not also be listed as being available for dynamic assignment.
# Hosts for which fixed IP addresses have been specified can boot using
# BOOTP or DHCP.  Hosts for which no fixed address is specified can only
# be booted with DHCP, unless there 1s an address range on the subnet

# to which a BOOIP client 1s connected which has the dynamic-bootp flag
# set.

#host fantasia {

# hardware ethernet 08:00:07:26:c0:a5;

# fixed-address fantasia.example.com;

#}

# You can declare a class of clients and then do address allocation

# based on that. The example below shows a case where all clients

# In a certain class get addresses on the 10.17.224/24 subnet, and all
# other clients get addresses on the 10.0.29/24 subnet.

#class "foo" {
# match 1f substring (option vendor-class-identifier, 0, 4) = "SUNW";
#}

#shared-network 224-29 {

subnet 10.17.224.0 netmask 255.255.255.0 {
option routers rtr-224.example.org;

/

subnet 10.0.29.0 netmask 255.255.255.0 {
option routers rtr-29.example.org;

/

pool {
allow members of "foo",

R H H KR W K R




range 10.17.224.10 10.17.224.250;

}

deny members of

//fOO //’_

range 10.0.29.10 10.0.29.230;

#
#
# pool {
#
#
#

}

4. B(F DHCP fRlfR 23R E

FENEHREIIRS

root@at:~# systemctl start isc-dhcp-server

F netstat -nltup f&# DHCP HY port 67 =&

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address  State PID/Program name

tep 0 0 127.0.0.53:53 0.0.0.0:* LISTEN 520/systemd-resolve

tep 0 00.0.0.0:22 0.0.0.0:% LISTEN ~ 674/sshd

tep 0 0 127.0.0.1:631 0.0.0.0:% LISTEN  1352/cupsd

tepb 0 0 :::22 2096 LISTEN  674/sshd

tepb 0 0 ::1:631 2008 LISTEN  1352/cupsd

udp 0 0 127.0.0.53:53 0.0.0.0:* 520/systemd-resolve

udp 0 0 0.0.0.0:67 0.0.0.0:* 11360/dhcpd

udp 0 0 0.0.0.0:5353 0.0.0.0:% 610/avahi-daemon:

udp 0 0 0.0.0.0:36093 0.0.0.0:* 610/avahi-daemon:

udp 0 0 0.0.0.0:56669 0.0.0.0:% 11360/dhcpd

udp6 0 0 :::44860 200 610/avahi-daemon:

udp6 0 0 :::61792 0998 11360/dhcpd

udp6b 0 0 :::5353 o ¥ 610/avahi-daemon:
i systemctl fg & iR 5K RE

preset: enabled)
Active:
Docs :
Main PID: 11360

root@pcrs:~# systemctl status isc-dhcp-server

1sc-dhcp-server.service - ISC DHCP IPv4 server

Loaded: loaded (/1ib/systemd/system/1isc-dhcp-server.service, enabled; vendor

since Thu 2019-04-25 13:51:24 CST; Imin 11s ago

man:dhepd(8)

(dhepd)

Tasks: I (limit: 4515)
(Group: /system.slice/isc-dhcp-server.service

L—11360 dhepd -user dhepd -group dhepd -f -4 -pf
/run/dhcp-server/dhepd. pid -cf /etc/dhep/dhepd. conf




5. B DHCP %% /etc/rc.local BBCEEE

PRl By re-local ERVBTIEE " MR |, - EbEFTA REE CH5eVFE - (RLL - 7ERT3C DHCP
EIRZ3ELENEE > " br0 | EIRAE R EENFEN o HIL > FAFTR15:%E isc-dhep-server [EFHHETT > HI
A HY/ZAE re.local #5572 br0 48-RIZFET - BI{&AY rclocal W1 N CGHHEEFETY) ©

#!/bin/bash

MODPROBE="/sbin/modprobe "
IFCONFIG="/sbin/ifconfig"
ROUTE="/sbin/route"
IPTABLES="/sbin/iptables"
IP6TABLES="/sbin/ip6tables”

# FEIIEEEEE bridge-utils EfF
BRCTL="/sbin/brctl"
SERVICE="/usr/sbin/service"
SYSTEMCTL="/bin/systemct1"

# FEHIEE IP RITE
# enp2sOfo -> #14F
# enp3s0 -> ¥4

# TS T FW_IFACE

BR IP="120.116.12.19"

FW IP="120.116.12.19"

FW IP_RANGE="/23"

BR BCAST="120.116.13.255"

BR I[FACE="br0"

GATEWAY="120. 116.13.254"
FW_IP6="2001:288: 7546 : 19"
GATEWAY6="2001:288: 7546 : fffe"

#5ERBA isc-dhep-server
$SYSTEMCTL stop isc-dhcp-server

# ubuntu 18.04 HY network-manager {52(EH sysvinit HIT7=(
# FTLAJHE service xxxx start/stop Z2f#
# #Z network-manager BT > 7 A HETHTFSE 0 FAEHREIEE

$SERVICE network-manager stop

# SEIARPT A GRS T BT
ethOexist=§(/sbin/ifconfig lgrep "enp2s0f0")
if [ "$ethOexist" != "" ]; then

SIFCONFIG enp2s0f0 down
fi

ethlexist=$(/sbin/ifconfig Igrep "enp3s0")
If[ ”$€[]7]@X1'S[” J= ]’. then




SIFCONFIG enp3s0 down
fi

brOexist=$(/sbin/ifconfig lgrep "br0")
if [ "$brOexist"” !="" ]; then
SIFCONFIG br0 down
# FE§E birdge HY binding
$BRCTL delif br0 enp2s0f0
$BRCTL delif br0O enp3s0O
S$BRCTL delbr br0
fi

# FE enp2s0f0 R enp3s0 48-K71E
SIFCONFIG enp2s010 0.0.0.0
SIFCONFIG enp3s0 0.0.0.0

#R(E) bridge HHEHGHEFIE Binding
$BRCTL addbr br0

$BRCTL addif brO enp2s0f0

$BRCTL addif brO enp3s0

# FF br0 71iE
STFCONFIG brO $BR_IP netmask 255.255.254.0 broadcast $BR_BCAST

# FE gateway 1H
SROUTE add default gw $CATEWAY

Bt - - e e e e e i
# #7F IPv4 B9 forward

Bt - - e e e e e i
#echo "Enable ip forward ...... "

#echo

echo "1" > /proc/sys/net/ipv4/ip forward

B = = = e e e e e e e o iiaia
# IPv6 %48

B = = e e e e e - iiaia
1pv6addr=$($IFCONFIG [grep "inet6 addr: $FW IP6")

if [ "$ipvbaddr" == "" ]; then

/bin/ip -6 addr add $FW_IP6/64 dev br0
i
SROUTE -A inet6 add ::/0 gw SCGATEWAY6
echo "1" > /proc/sys/net/ipv6/conf/all/forwarding

Bt - - e e e e i
# B IEHTRYEEE

Bt - - e e e e i
echo "Flush fiter table ...... "

echo

# Flush filter




SIPTABLES -F
SIPTABLES -X
S$IP6TABLES -F

echo "Flush mangle table ...... "
echo

# Flush mangle

SIPTABLES -F -t mangle
$IPTABLES -t mangle -X

echo "Flush nat table ...... "
echo

# Flush nat

SIPTABLES -F -t nat
SIPTABLES -t nat -X

# THEBOR » £

$IPTABLES -P INPUT ACCEPT
$IPTABLES -P OUTPUT ACCEPT
$IPTABLES -P FORWARD ACCEPT

S$IP6TABLES -F

B ##
# A
S ##

$IPTABLES -A INPUT -p tcp -s 120.116.12.0/23 --dport 22 -j ACCEPT
SIPTABLES -A INPUT -p tcp -s 127.0.0.1 --dport 22 -j ACCEPT
$IPTABLES -A INPUT -p tcp --dport 22 -j DROP

$IP6TABLES -A INPUT -p tcp -s 2001:288:75a6::/48 --dport 22 -j ACCEPT
$IP6TABLES -A INPUT -p tcp --dport 22 -j DROP

B ##
# [HAEFL R H SR = d A
B ##

# $IPTABLES -A FORWARD -p tcp -m mac --mac-source 00:25:11:49:12:6C -j DROP

# dns client -> /etc/resolv.conf
echo "nameserver 168.95.1.1
nameserver 8.8.8.8" > /run/systemd/resolve/stub-resolv.conf

#57T br0 KT, HFIBE isc-dhep-server
$SYSTEMCTL start isc-dhcp-server

exit 0
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